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ABSTRACT

The immutability of blockchain is core elements of security of blockchain and guarantee data integrity. However, the
characteristic that the data recoreded once in the blockchain cannot be modified has place for abuse by a specific user. In
fact improper contents that is inappropriate to be recorded on the blockchain, such as harmful data and user personal data,
is exposed on Bitcoin. As a way to manage improper content existing in the blockchain, there is a redactable blockchain
using chameleon hash proposed for the first time by Ateniese. The redactable blockchain meet the right to be forgotten of
GDPR by allowing data modification and deletion. Recently, Research on personal data management is being conducted in a
redactable blockchain. Research by Jia et al. proposed a model that enables users to manage their personal data in the
redactable blockchain. However, semi trusted regulators, which are blockchain participation nodes, have powerful authority in
the blockchain, such as modification rights and deprivation of transaction rights for all blocks, which may cause side effects.
In this paper, to weaken the authority of regulators in Y. Jia et al., we propose a method of authority subject altering and
authority sharing, and propose a redactable blockchain-based authority change and access control system model based on
applicable scenarios.
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Table 1. Notation

Notation
m Message
pp Public parameter

r8k,cpas  Semi-trusted regulator’s private/
/ 10k, cpas public key pair used in blockchain

sk, | upk, i'th user's private/public key pair
used in blockchain

r Randomness
st; Stateful of transaction
id Transaction number

Original signature of transaction

g . .

E in the auxiliary set

* Signature of user/regulator on the
g, . .

v alteration transaction
o Signature of regulator on the

v withdraw transaction
CH Chameleon hash function

stateful Chameleon Hash with

sCHAS Alterable Subkey function
AP Arbitrary part of transaction
SP Standard part of transaction
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(h, 1, stp) « Hashgcuas(rpkscnas, upk;, m):

(hg,13) < Hashgy, (upk;, m);

sty = upk;;

(hy,r;) < Hashey, (rpkscuas hallsto):
return (h, r, sty) = (hy, (ry, 15, hy), upky).

$
r' & HColcypg(sk, (h, r,m, upk;), m’):

parse h = hy,r = (ry, 13, hy);
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if st = upky, return 0;

else, parse h = hy, v’ = (r, 15, h});
b, = HCheck ey, (upky, (hh, 13, m");
by = HCheckcy, (Tpkscuas, (hy 71, RS [|sD));
return b, Ab,.

Fig. 2. The Black-Box construction of sCHAS
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Fig. 4. Alter the subject of transaction authority
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. Aol glrk, B =Fold T we] A8A) =
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s
(h,1,stg,ssty) + Hashycuas(rpKscaas, upky, upkz, m):

(hs,r3) « Hashgy, (upks, m);

ssty = upky;

(hg,r7) + Hashgy, (upky, hs||ssto);

sty = upky;

(hy,ry) & Hashey, (rpkocizas, hallsto);

return (h,r, sty, sstg) = (hy, (ry, 1o, 13, by, hs), upky, upk,).

3
r' « HCol,cys(sk, (h, r,m, upk,, upk,), m’):

parseh = hy,r = (ry, ry,r3,hy,ha);
if sk = usk,,
ry & HColgy, (usky, (hg, r3,m ), m’);
return r’ = (ry, rp,r3, by, hs).
if sk = usk;,
(hg,r3) « Hashey, (upky, m');
1 HColgy, (usky, (hy, ra, hyg|[ssty), hy||ssty);
return r’ = (ry, r3,r3,hyh3).
if sk = rskgeyas
(hg,r3) « Hashey, (upky, m');
(hj,r3) + Hashgy, (upky, hy||ssty);
rp HCUI{:H;("SkscHAS- (hy, vy, by [Jupkey), hy|[upky );
return ' = (r{, r3,r3,hj, h3).

§
(r', sty sst;, ;) « HAlter,cyas (rskycpas, (b, r, m, upk,, upk,), sty sst;, m’):

parseh = hy,r = (ry,rz,r3, hz. hy);
(hi,rs) < Hashey, (upke,m');
sstjs1 = uplke;
(1) « Hashey, (upky, héI‘SEti+1):
stj = upky;
r} « HColsepas(rskscrrs, (b, r1-h2||Stj).h'z\|5ti);
return (r'JstiJastiﬂ) = ((r}, rj, v3, hi, ), upks, upky).
b« HCheckycuas(rpKscras. b st sst{upk,, r', m")):
if st # upkg, return 0;
if else sst # upky, return 0;
Else, parseh = hy, r' = (rj, 5, rj, hy, hl);
by = Heheckey (upky, (hf, v, m'));
by = Heheckey, (upky, (b, v3, g [ss));
by = Heheckey, (rpkscpas: (hy, 11, b [[s9):
return b; Aby Abs.

Fig. 5. The Black-Box construction of sCHAS
(share the transaction authority)
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Table 2. Comparision between the proposed model and the existing studies
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